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over the past decade, the U.S. has witnessed 
unprecedented transformation of the control 

systems that the electric sector uses to make, man-
age, and move power. over the same period, legisla-
tors and regulators have become increasingly con-
cerned that utility executives are not doing enough 
to improve defenses against increasingly numerous 
and capable cyber adversaries.

While there are things that the government can 
do to promote cybersecurity in the electric grid, add-
ing more regulations to an already highly regulated 
industry is not one of them. The U.S. should instead 
pursue reforms that incentivize additional cyberse-
curity investments by electric companies. Addition-
ally, collaboration with and education of grid leaders 
should not be overlooked, as they form the bedrock 
of many other reforms and investments.

Grid Cybersecurity Improvements Needed. 
The U.S. electric grid is a complex combination of 
thousands of different power generators, including 
coal and natural gas, as well as nuclear, hydroelec-
tric, wind, and solar power, among others. It is owned 
and operated by around 3,500 electric utility com-
panies, which manage everything from vast spans of 
high-voltage transmission lines to local substations, 

transformers, and distribution lines. Since at least 
2005, emphasis on the Smart Grid—new technolo-
gies that make the grid more efficient—has made the 
grid increasingly interconnected. The Smart Grid 
certainly has its business and technological advan-
tages, but it also brings new cybersecurity risks.

even before the move toward the Smart Grid 
began, cyber risks to the electric grid were apparent. 
This was most clearly seen in the 2003 Northeast 
blackout that left millions of people from ontario 
to massachusetts to ohio without power for days. At 
fault was an overloaded transmission line and a tree 
branch in ohio that led to a cascading failure in the 
Northeast electric grid. but partial blame also goes 
to a software bug that hampered communications 
to grid supervisors who might have responded more 
quickly. Though the grid’s cyber acumen has pro-
gressed by leaps and bounds since then, so have the 
capabilities of cyber attackers hailing from terrorist 
groups, hostile nation-states, and other sources.

These worrying realities have manifested them-
selves in multiple attempts to pass legislation that 
would mandate new cybersecurity requirements 
beyond the North American electric reliability 
Corporation’s critical infrastructure protection 
standards. In early 2013, the White House issued an 
executive order that directed the National Institute 
of Standards and Technology to work with industry 
to create a new cybersecurity framework for critical 
infrastructure, including the electric sector. While 
this framework is to be composed of voluntary stan-
dards, many are concerned that these standards will 
eventually become mandatory. 

mandatory regulations do cause organizations 
to make certain investments in their cybersecurity, 
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but that does not mean that those investments are 
the best ones, or the most cost-effective. Given that 
technology and cyber threats are constantly chang-
ing, it is a real concern that regulations will result in 
a utility culture of security compliance, rather than 
a much more preferable culture of dynamic security.

Securing the Grid. Instead of starting out with 
onerous government regulations, policymakers 
should seek a better understanding of the current 
cybersecurity status of the U.S. power grid. This 
includes:

■■ An orientation to the grid, including components, 
technology trends, and key players;

■■ A review of recent cyber breaches, grid vulner-
abilities, and threat actors; and

■■ An overview of the governance and economics of 
electric-sector cybersecurity.

There are practical steps that Congress can take 
to support and incentivize utility companies as they 
continue to improve their cyber defenses: 

■■ encourage utilities to seek better understanding 
of their current posture and desired future states 
of preparedness, with an emphasis on executive 
awareness, measurement, and centralization of 
control;

■■ Foster an improved environment for truly collab-
orative cybersecurity policies, such as informa-
tion sharing, and use a variety of other tools to 
facilitate improved government–industry com-
munications; and

■■ Help the states and their public utility commis-
sions to prepare themselves for fuller execution 
of their oversight role regarding the cybersecu-
rity readiness of the utilities and grid elements 
within their borders.

A Truly Collaborative Approach to Grid Secu-
rity. Ultimately, in this domain the utilities control 
their fates more than they may know. If they can 
demonstrate that they are becoming more proac-
tive on cybersecurity over time, that positive shift 
will give Congress and other oversight agencies the 
assurance they need to let the utilities increasingly 
determine their own best approaches to cyber risk 
management. For its part, the federal government 
needs to approach cybersecurity as a collaborative 
process and assist utilities in better securing their 
networks, and the grid as a whole.
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